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Welcome

claranetonline

Welcome to the Claranet Online User Guide. At Claranet, we are aware
that you rely on the services we provide to deliver a great experience to
you and your customers and Claranet Online is part of that service.

Claranet Online is a new platform that breaks from traditional web
design for a more tailored, more relevant portal experience with faster
access to the information you need.

Regularly updated with enhancements and valuable new features,
Claranet Online increases the visibility and control of your IT services.
You can access self-service tools for your service administration, view
your product and service portfolio that you have with us using a wide
range of hosting, network and communication metrics as well as
requesting upgrades, moves and support through our Service Desk
module.

One password provides access to a wealth of online features with
secure areas for our technical partners, customers and administrators.

| hope you enjoy finding out more how Claranet Online can help you to
keep in touch with the services we provide for you and how we can give
you access to any support you may need, all at the click of a button.

Thank you for your feedback, your input and your support. Together we
will continue to develop and strive to deliver more.

Vernon King

Product Manager — Claranet Online
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Getting started

As part of your on-boarding process, when you take your first service with us, the main
contact in your company will be set up with an account on Claranet Online.

We will establish the main contact as your Company Administrator and they will have
the authority to set up additional users and determine their user level and appropriate
authorisation in accordance with your company requirements.

Company administrator

When your contact details have been set up into Claranet Online, you will receive an
email with details as to how you can login to the portal and get started.

Welcome to Claranet Online

Your account has been created and you're one short step away from signing in. Please follow this URL and set a good, strong
password for your Claranet Online account. You will then be able to sign in. Once signed in, you can create user accounts for your
colleagues using the User Manager module.

Username: oda-test281146@delta com
Set password

For security reasons, this URL will expire in 43 hours. To reset an expired URL, call us on 0845 355 1010 .
The Claranet Online vision

“ Give me the information | need, quickly, wherever | am, to help me deliver exceptional
customer expenence. Give me the freedom to interact with Claranet and their services,
in the fastest, most effective way possible - any time of the day or night.”

Committed to continual service improvement

It is an exciting time at Claranet as we build on the Star acquisition and continue to develop service improvements for you
throughout the business.

‘We have a bold vision for Claranet Online that seeks to enhance and not detract from the customer experience that you receive
from our people directly. We are committed to continually improving the Claranet Online experience and are actively out talking to
our customers to understand the features that will provide the most value. We are also acting on direct customer feedback through
our continual service improvement programme.

We'd love to know what you think

Every user has access 1o the Feedback module within Claranet Online, and we want your ideas, your criticism, comments and
observations about any aspect of the service we provide. It is your feedback that will help us shape the experience that delivers
the most value fo you.

If you would like to play a more proactive part in the evolution of Claranet Cnline, email us directly at online@uk.clara.net and ask
to join our development community.

Best regards

The Claranet Online Team

online@uk clara.net

As the Administrator, you first sign in to Claranet Online to add new users or make
changes.
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Sign in to Claranet Online

@ Go to https://online.uk.clara.net

claranetonline

Email address:

| Jphn.smith@test123.com

Password:

m Forgotten your passwerd?

claranet

Once at the login screen, you are asked to add your Email address. This is the same
as the Username shown on the email you received. You are also asked to add your
password, which can also be found on the email.

@ Enter your Email address and your password and click on the
“Sign in” button

You are presented with your “Home screen”. The screen will be populated with several
tiles relating to the services that you have with Claranet. A full list can be found in this
User Guide and they are covered in the individual areas.

The minimum tile selection will include the facility to add users, adjust their
authorisation level, raise tickets against the services you have and to check the status
of any network, communication or hosting services you have.

The basic level screen where no specific services are indicated can be seen below.

claranetonline Page | 7
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Management of Users

As an administrator for your company, you can add, amend and delete Users from
within the User Manager module.

@ Click on the “User Manager” tile

User Manager You will access the module and see a list of any Users that have been
already set up within your company.

claranetonline e

User manager

Add new user 4 D

=3 B

User audit trail 4 No users found

claranetonline Page | 8
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Adding a new user

Adding a new user into your company is straightforward.

@ Click on the “Add new user” button

User manager

Manage users »
Add new user »
User audit trail b

This will display the full screen.

User manager
Manage users 4 Add a new user
New users will receive an email containing a single-use hyperlink, to be used within 48 hours. After adding a
Add new user 4 new user, please go to 'Manage users’ to tailor their portal permissions
Company
User audit trail »
Start typing company name
Email address
User's email address will be their username

@ Enter the Company (if required) and the email address of the
new User and click on the “Continue” button

The email address of the new User will be their Username for their future login
purposes. You will also be asked to complete the relevant sections of the form.

@ Complete the relevant sections of the form as requested

claranetonline Page | 9
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Account information v
Contact information >
Authentication >
Contact preferences >
Authorisations >

Account information

@ Complete the account information fields

Mandatory fields are marked with *:

User details
Please now provide seme details for this user. The details you provide in the Autherisation section will affect the
users overall permissions, not just online. This form contains 7 mandatory fields.
Account information v
User Type * @  Individual v
Salutation * @ Mr v
First name * @ John
Middle name &
Last name * @@ Smith
Job title ) 1T Technician
Timezone & VUTC+00:00 Greenwich Mean Time, Western European Time ¥

Contact information

@ Complete the contact information fields

Mandatory fields are marked with: *
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Contact information b

Postal address @

Primary email address * @ Iohn.smith@123Company.com
Secondary email address @ Iohn.smith@hotmail.com
Team email address )
Main phone number * g Mobile Phone Number v
Work phone number (@ +44 1234567890
Either a work or mobile telephone number is required
Work phone extension €
Mobile phone number @ +44 95876543210
Either a work or mobile telephone number is required
SMS number
Fax number
Alternative mobile phone number

Alternative work phone number

O O 0 © O

Alternative work phone extension

Add an address
@ Click on the “Add address” button

@ Complete the address fields

Mandatory fields are marked with: *

claranetonline Page | 11
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Manage addresses

Floor €
Building &
Flat @
House &

Street name * )

Locality €

Town * g
County §g| Flease Select v
Country * G United Kingdom (UK} v

Postcode *

Care Of @

G e

@ Once completed, click on the “Add address” button to save
Authentication

@ Complete the passphrase authentication fields

The “Security Phrase — User” is the phrase that, when quoted, will identify the caller to
Claranet.

The “Security Phrase — Claranet” will identify to the User company that it is Claranet
calling with information regarding their service.

Authentication >

Security Phrase - User * § Camelot

Security Phrase - Claranet * @ Jupiter
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Contact preferences

@ Complete the contact preferences fields

Mandatory fields are marked with: *

Contact preferences >
Can send email to Claranet? * @@ ® Yes No
Can receive email from Claranet? * @ ® Yes No

Suspend email acknowledgements? * @ ' Yes ® No
Contact-Satisfaction * @ Yes ® No

Contact Sequence g FPlease Select v

Authorisations

@ Compete the authorisations section

Authorisations >

Select/deselect all
© User admin
» | Orders
> | Services
> Service Desk =

> Miscellaneous =

This area is broken down into 4 sub-sections with a tick box alongside each option:

e Orders
o Access orders Info
o Installation contact

o Update orders

e Services
o Hosted Voice Access
o Request service upgrades
o View cancelled services
o View installed services

claranetonline
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e Service Desk

Change — notify

Degraded service — notify
Incidents — notify

Major incident — notify

Online Service Desk (tickets)
Planned maintenance — notify
Request D.C. access — others
Request D.C. access — self
Service request (Question) — notify

O 0O 0 0O 0O O O ©O

e Miscellaneous

Ability to access Protect and Control services
Ability to access Worklife Control Panel

Ability to access analogue voice services

Ability to access business email 2007 services
Ability to access email services

Ability to access fax services

Ability to view datacentre connectivity services
Ability to view firewall - reporting

Ability to view hosting - reporting

Ability to view network — reporting

Ability to view point-to-point connectivity services
Access Service Descriptions

Access to My Star

Allows the User to manage DNS records

Allows the User to purchase and manage domain names
Sales contact

Security contact

Transfer domains in/out

o 0 o o o o o o 0o0oo o o o o o o

Saving all details

Click on the “Update user” button to save your changes; or
Cancel to leave the section with no changes applied.

== B
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Managing a user

The options for managing a User utilise the same sections outlined above in “Adding a
new User”. Once several Users have been added, they can be seen in a single list.

@ Click on the “Manage users” button to see a list of current

Users
User manager
(1]

J— y | )
john.smith@ 123cempany.cam John Smith Z 0

User audit trail » debarah.miller@123company.com e Deborsh Miller Z 0
hal.white@123company.com # | Hal White Z 0
slbert foulkes@123company.com & Aber Foulkes =z
susan wilson@123company com ‘Susan Wilsen E4 ~ ]
carolyn.mas dows@123company.com Carolyn Meadows: Z 0
brian.green@123company.com F Brian Green O
emma.musgrave@ 123company.com Emma Musgrave 0
jim.msme@123company.com Jim Mame Z 0
dave rolls@123company.com Dave Rolls Z O

‘ j 2

1. User management functionality
Edit and Delete buttons for each User
Admin User icon

Editing the User
@ Find the User within the list
@ Click on the icon next to the User

@ Amend any of the fields as described above in “Adding a new
user” and click on the “Update user” button to save changes

Resetting the password

@ Find the User within the list
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@ Click on the icon next to the User

@ Click on the Reset password

== B

An email will now be sent to the User with instructions on how to reset their password.

Deleting a user

@ Find the User within the list

@ Click on the @ icon next to the User

You will be presented with a deletion confirmation screen.

Delete user john.smith@123company.com?

Are you sure you want to delete john.smith@ 123company.com? This process cannot
be undone.

m Delete user p

@ Click on the “Delete user” button to confirm the deletion.

Please note: This action CANNOT be reversed.

The User audit trail

Click on the “User audit trail” button to access the audit trail
logs for the User

claranetonline
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User manager

Manage users » Audéfvents e 0 o

Add new user »

22 Aug 2016 | john.smith@123company.com Domains | DNS changed. Value changed from Adding TXT record to Editing TXT
10:27:26 DNS record.

User audit trail .

22 Aug 2016 | iohn.smith@123compsany.com  [Domains | New DNS added. id : -282365
10:27:18 DNS

22 Aug 2016 | john.smith@123company.com  |Domains § DNS deleted.id: -3473816853
10:27:04 DNS

The User audit trail button

Date and time of the log

The Username of the person triggering the log entry
The module that the event was triggered in

o > w0 Ddh ke

A short description of the action taken

Assume a User

For Claranet staff to help with service enquiries and for a User with the right
permissions, it is possible to assume the identity of another User within Claranet
Online. Whilst assuming the identity of another User, the Claranet support staff will see
all the modules, functionality and data in the same way as the User themselves.

Click on the “Assume User” to bring up the
(XX
lnl 'll Assume user screen

Assume User

Assume a User by Company

@ Start typing the Company name into the “Company name” field
until the desired company appears in the drop down

Assume user

E| | 123 Com|
123 Company
[ ]
s

@ Click on the name of the company and then click on the
“Find users” button

This will present you with a list of the Users for that company.
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@ Find the User within the list, either by scrolling through the
pages or using the search facility

@ Click on “Assume” that is alongside the User

Assume user

| =N | R R

john.smith@123company.com John Smith 123 Company Assume
deborah.miller@123company.com Deborah Miller 123 Company Assume
hall.white@123company.com Hall White 123 Company Assume
albert.foulkes@123company.com Albert Foulkes 123 Company Assume

You are taken to the User’s dashboard and you can see from the top right hand corner,
that the User has been assumed successfully.

& User being assumed by: John Smith

Claranet Online
Deborah Miller ‘l

Assume a User by Username

@ Start typing the Username into the “Username” field until the
desired person appears in the drop down

Assume user
D ompany name -
a Debora| S

Deborah Miller r

This will then display the list of Users that are available, follow the directions above to
select the User you wish to assume.
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My Settings

Once a User is logged on into Claranet Online, they are able to update their own
information such as a profile picture and contact information details.

@ Click on the “My Settings” tile to access this area.

Fx

My Settings

Change your profile picture

The initial “My settings” screen provides the facility for you to change your profile
picture.

My settings
Change profile picture P Current profile picture
N Uploaded images should be in jpg, gif or png format, file size should not
Change username » b, exceed S0MB, images over 100px x 100px will be cropped to fit
|
Contact information 13 \
Change password »

Click on the “Browse” button to access your computer to select
the picture you wish to upload.

As can be seen in the instructions below; any chosen image should be uploaded in the
appropriate format and within the size restraints.

Uploaded images should be in jpg, gif or png format, file size should not
exceed 50MB, images over 100px x 100px will be cropped to fit.

Select your picture from your computer that you wish to add
and then click “Upload”
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Uploaded images should be in jpg, gif or png format, file size should not
exceed 50MB, images over 100px x 100px will be cropped to fit.

[ johnsmith.gif Upload »

Once uploaded, you will be shown a screen with the picture uploaded and the option to

delete.

My settings

Change profile picture P Current profile picture

Uploaded images should be in jpg, gif or png format, file size should not
Change username >

exceed 50MB, images over 100px x 100px will be cropped to fit

==

Contact information »

Change password 4

Delete your profile picture

Click the “Delete” button as shown in the picture above and

your picture will be replaced with the default picture

Change your Username

@ Click on the “Change username” button to display the screen

with the Username showing

@ Type in the amended Username and click on the “Change my

username” button to confirm

claranetonline
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My settings

Change profile picture » Username

john.smith@123company.com
Change username »
conctmomaon > [ —

Change password »

Update your contact information

Click on the “Contact information” button to amend your
contact details

My settings

Change profile picture P User details

Please now provide some details for this user. The details you provide in the Authorisation section will affect the

Change username » user's overall permissions, not just enline. This form contains 7 mandatory fields

Account information ~
Contact information »

Contact information >
Change password »

Authentication >

Contact preferences >

The screen will display the four of the areas found in the “Adding a new user” section.
However, the “Authorisations” section is only configurable by an administrator and
therefore does not show.

@ Once complete, click on the “Update user” button to save the
changes

Change your password

@ Click on the “Change password” button to initiate a change

claranetonline Page | 21
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My settings

Change profile picture ~ » Current password

Change username »

Contact information » (s ]

Change password »
Password Complexity:
Mustbo b F-5-and-16-ch
5

@ Enter your Current password

@ Enter your New password into the appropriate field and ensure
that it meets the Password Complexity requirements

If your new password meets the complexity requirements, a green tick will be
displayed.

@ Re-enter your New password into the appropriate field

@ Click on “Change my password” to confirm

Select an account

If your User account is associated with more than one company, you will be able to
switch between them without having to log out and back in to Claranet Online.

€ Cciick on the “Select” button

@ Click on the drop-down list, select a different company and
click on “Switch account”
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Switch to:

456 Company Ltd :\ Make default account

Switch account »

Setting a default log-in account

You can set a default company log in account.

@ Click on the “Make default account” tick box option.
A tick will display alongside the company name of the default company.
Change your company logo

@ Click on the “Change company logo” button

This will display the requirements to upload your company logo

My settings
Change profile picture P Current company logo
Upload your company lege to make your homepage feel more like home.
Change username 3 YOUR LOGO HERE Uploaded images should be in jpg, gif or png format, file size should not
exceed 50MB, images over 150px x 50px will be cropped to fit.
Contact information 3
Change password 3 [ Delete logo
Upload p
Change company logo »

@ Browse and select the image you wish to use as your
company logo and click the “Upload” button

Your logo will now appear on your homepage

claranetonline
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Service Desk

The Service Desk module allows you to send support requests to the Claranet Support
desk. Incidents, Questions and Change Requests can all be created within this
module.

® Click the “Service Desk” tile to open the main
9 service desk home page

Service desk overview

Service desk

Filter ticket view: o
== oo
Search tickets. n Health checks on load balancers
P Cosce = o 1D: CHGO117299 Awailing Customer 2016-09-07T14:23:10400.00
Health checks on load balancers o Caller: John Smith

ID: CHGO117299 07I08/2018, 15:23:10 — David Brown- o

e 09/09/2016, 12:39:26
Claranet Order {123456 — 123 Company
Number orDos7ES

ID: SRQOBTES4 28/01/2016, 10:09:29
To confirm in our recent telephone conversation, i have confirmed the below changes that i have
made on the Loadbalancer.

The filter categories for the ticket view

The ticket search facility

The ticket list shows those tickets selected by the filters

The ticket header provides additional information regarding the ticket

a w0

The ticket history shows previous updates regarding the ticket

Service tickets

Create a ticket
@ Click on the “Create a ticket” button

@ Choose the appropriate ticket type and category from those in
the drop-down MENUS (the options will change as new services come into the portfolio)
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Raise a ticket

Select a ticket type Select a service set Select a service

Change v Hosting v Storage v

Depending on the selection made, there will be data fields to complete. Where
appropriate, text boxes will help to explain the information that is needed.

Mandatory fields are marked with: *

Storage Change Ticket

Subject *

Change description

Full details of the required change. Include as much detail as possible

Implementation plans

@ Once the fields are complete, click on the “Submit” button to
register the ticket.

Updating a ticket
@ Click on the “Update ticket” button

Enter the update information into the box provided and click
the “Update” button
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Post a reply

Your Message:

Character limit: 0/ 4000

Add attachment:
Choose File | Mo file chosen

Viewing outstanding tickets

Claranet may add new tickets to you when the service levels for a product or service
falls outside of the metric tolerances. In addition, when a response has been made to
an existing ticket, it is easy to see that there are items that require your attention.

The number of responses that require your attention is shown in a number attached to
the “Service desk” tile.

Click on the “Service desk” tile showing the number of
outstanding responses/incidents

This will display a list of the tickets. Those tickets that display the ﬁ icon, are
awaiting a response from you. '

@ Click on the incident in the left hand column in order to
populate it into the main section on the right of the screen
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Service desk

Filter ticket view:

z
Search tickets._. u

il
, Y Incident

URL Call disabled
1D: INC1440065 06/12/2018, 14:33:06

, , 'Y incident
[ssue with computer getting out onto
Internet
1D: INC1434628 28/11/2018, 14:35:3:1

You can then act on the ticket accordingly.

My Services

You can view a list of the services you have with Claranet from the “My Services” tile.

@ Click on the “My Services” tile to access this area.

Filters and searching

Click on the “Installed” or “Cancelled” button to filter the
selection of services

Cancelled 4
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You can also enter text into the search box to find your
@ particular service

Search services

Upgrade your service

Having found the service you are looking to upgrade

@ Click on the tick box on the right hand side of the entry within
the table to select the service

1 01/12/2016

@ Click on the “Enquire about upgrade” button at the top of the
screen

Enquire about upgrade p

@ Complete the form provided and click the “Submit request”
button
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Enguire about upgrade

Please submit this form to request contact from your Account Manager

Sarvice Group Install sddress Clreult rel / PSTN Contract
Mo / hosiname end
124 Telesity Data Datacentre

1 2016-12-
Centre, 3 Harbour Cablirg 1]
Exchange Squane,
London, E14 9GG
Customer name
123 Consultants
Engquiry
&
Your name
John Smilth
Your email

Jann.Emithi® 12 3cansulants. cam

Your phone number

+44 207654 1234

m Submit request »

Networks

The Networks module allows you to see the current situation of your network services.

@ Click on the “Networks” tile to access this area

The default screen shows a map view. The information relating to your circuits is
brought together from a variety of databases and displayed on map. If you have a
substantial number of networks, this may take a long time to show all the connection

states.
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Map view

Whilst this information is loading, it's progress can be measured using the progress bar

at the top of the screen.

Network 226/324
o |

Table view P

Map  Satellite Edingurgh
DataCentre b -
Glasgow
Point-to-Point b .
United
ORTHERN Kingdom
IRELAND
Isle of Man
LeeF
0,
Galway Dublin i anchester
> [}
Ireland
Limgrick
ENGLA Amsterdam
Camgridg @
i The Hagueo
C%'k BALES .Oxford g Nethel

London

rigtol
Antwer
Lr\):/y\-\
Brussels
O
~ Yollille

Plyrgoa Belgium
- »;M@ 2

Guernsey = = \ +

o Brighton
Southampton- ©

g“sh Channel
e

When zoomed out networks will be grouped together. Green indicates that the lines are
currently connected, whereas red signals there is a problem with the line. The map
view may not show all Ethernet circuits and it is best to refer to the Table view for a

comprehensive list. No 3G or 4G services are shown on the map.

In addition to the overall map, a summary of the circuits is displayed in a table below

the map.

Network overview

T T T S
128 109 237

Broadband

FTTC/FTTP 66 9 75
Ethernet 14 0 14
Totals 208 118 326

Viewing individual circuit details

O

mouse over the Network icon

Zoom into the map to the appropriate circuit and hold your

Current circuit information will be displayed in a pop out box alongside the circuit icon.
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More detailed information can be found by clicking on the “More info” button at the
bottom of the circuit details.

r I

Comwall Inshc
Fisheries & 123co-65874@adsl- Connected
2.uk.clara.net

AEC Consultancy, St Clare, Penzance
Comwall, TR13 08L

PSTN D1735 123456
Circust ref the

Selecting the type of networks to view

@ Click on the buttons within the selection panel at the top of the
© map

I\l Broadband | FTTC/P ‘ MPLS

Table view

Map view »

@ Click on “Table view” to see this area

Table view »

DataCentre P

Point-to-Point P

This presents you with details of each available circuit. The list can be sorted by
selecting the heading at the top of each column.

More detailed information can be found by clicking on the “View” button alongside each
circuit.
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Fixed location services Search
Site address None
Service ¢ | Address MPLS / Connection | Detail
Internet$ | status $ &
ABC Golf, Romford, 01708
ABC Golf Course Broadband  Eegex RM3 BAA BBEU12345678 iosice Connected V'lew
abcgolf@123co.co.uk Broadband  n/a BBEU87654321 S Internet  Offline m
00 654321
T ; 01675
e Belfry Line 1 Broadband  n/a BBEUB5432187 123456  MPLS  Connected
StAndrews GC Ext 2 Broadband ~ Clubhouse, West Sands oo 155147654 oas MPLS  Connected
St Andrews KY16 OBL 123456
157 Maiden Roads 01655
Tumnberry Golf Broadband  geoyand BBEU11223344 o Intemet  Connected m

Detailed network information

Click on the “More info” button when on the Map view, or the
“View” button when on the Table view

You will be presented with the network information screen, showing the connection
status and the usage graphs for your selected network.

The graphs can display the metrics across four time options:
e 1day

e 1 week

e 1 month

e 3 months.

@ Click on the time options to change your view of the data

1day | 1week || 1 month || 3 months

The interval between polling the data differs across the time periods to ensure that the
graph displays a realistic representation of your data usage without distortion by very
short term anomalies.
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@ Click on the legend to select and deselect any of the individual
metrics that you wish to display

@ Click on the “Export” icon to download a copy of the chart

The download options include:
e PNG image

¢ JPEG image

e PDF document

e SVG vector image

@ Rollover the graph to display specific details for each of the
metrics displayed at the point selected

Thursday, Dec 22, 2016

® #1. http (tcp 80) Kb/s: 2,170.28

® #2_https (tcp 443) Kb/s: 4,229.61
#3 espKb/s: 1,470.71

® ¥4 udp / 4500 Kb/s: 405.92

® #5._smtp (tcp 25) Kb/s: 243.98

® #6. https (udp 443) Kb/s: 96.08
#7.ssh (tcp 22) Kb/s: 19.35

® 8. tcp /| 4115 Kb/s: 45.57
#9_ http (udp 80) Kb/s: 17.45

! @ #10. snpp (tcp 444) Kb/s: 33.24

T N T T N T U

@ Select an individual range from the graph indicator to show a
specific date range

A :
InL.f'lrlf“p'up'Jrlmul‘l\'ﬂ’"'r""._)ﬂ vy LIMIL_l'flnl"g‘)"u'@r"ﬁd'b"r\_-\J".L'{'U'l'{‘L"L‘L-\JN IU'U’Lﬂ'.._:JI\}m/BwP \vn\._lrL-‘u' \f dﬂ'\.l.l”\__ JF'“I'I'~IU‘IL“"J\.A__.|IL-\:JL. .ﬁw 17

n ¥
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Download usage and Upload usage
Showing the input and output bandwidth across the four time periods.

Usage for ABC Golf Course Usage for ABC Golf Course
@.w i ] “ S o " -
ey
£ | . il =3 0k i uh
Usage for ABC Golf Course Usage for ABC Golf Course
o vl Yo o . = | || . 5
. ™
o
U smace s
ot DAL anom 2df g RO AGLL ol ol =

Inbound protocol

This measures the inbound traffic across the circuit and displays the top 10 most used
protocols. The two most common protocols are internet driven (http and https). The

information also displays the port number.

Inbound protocol

Inbound peotocol

T

o
-

ﬂ W A ™ v

AL A

= 7 o r

Inbound protocol

Inbound protocol
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Outbound protocol

This measures the outbound traffic across the circuit and displays the top 10 most used
protocols. The information also displays the port number.

®,« | s fom " ,: . &

Hosting

The Hosting module allows you to see the current situation of your hosting services.

@ @ Click on the “Hosting” tile to access this area

Hosting

There are many areas of value within the Hosting section of Claranet Online ranging
from specific performance metrics to allowing you create aliases for your servers.

Server administration

Once in the Hosting module, the list of your servers is displayed. In this section you can
edit the server name to one which may be more relevant to you, you can reboot the
server itself or you can view further details of the various performance metrics.

Locating your server

The list displays 10 servers by default with a search facility to help locate the one you
need.
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Hosting

Locate a server and click View for usage and capacity

information

@ Enter the detail to search for. As you type, the list will modify to show the
relevant entries

123 Company o Smin
Hosting
Locate a server and click View for usage and capacity P
information
G S T | T S =
:‘Tf SoneONG $7669-1234-AP01 FULLY_MANAGED mgmzom R2 appuicamion < m
:za Server GM oo iast ARG FULLY_MANAGED ;f::ﬂ“:;"’:{zm R2. APPLICATION e [ vew |
:;:""’ 4 Cendal S7669-1234-AP03  HARDWARE_ONLY mm 65:-.\:; 20122 pppucaTion [+ [ vew |
z‘:""" 2 $7669-1234-AP04 HARDWARE_ONLY g‘am mﬁr 2R pppricaTioN 5 [ vew |
c‘:’:"“‘ *fegony S7669-1234-AP05  HARDWARE_ONLY :ﬁm z"_;; 212R2 pppuicaTiON < | vew |
=

&

iy
Editing a server alias

Click on “edit” beneath the server that you wish to rename,
type in the new alias and click on “Update alias”

Edit server alias

Apache 4 Etnal

Update alias »
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Viewing the server details

@ Click on “View” against the server that you wish to view

This will display the basic details of the server and specific information relating to
e Service Desk

e Logs

e Storage

e Memory

e Processor

e Network
e Uptime
Claranet Online
123 Company John Smith
Detail for Area Server WC
Hostname $7669-1234-AP01
Support level FULLY_MANAGED
Platform / OS Windows Server 2008 R2 Enterprise 64-bit
Server function APPLICATION
Service Desk v

Open tickets for Area Server WC

Ticket No. Raised by Short Description Status Last updated Action
4.1 Loading tickets ...

Please wait ...

‘ cident ‘

‘ Question ‘

‘ Change ‘

Logs >
Storage >
Memory >
Processor >
Network >
Uptime >

In addition, you can raise tickets from within the Service Desk module. These areas are
explained in more detail in the Server information and Service Desk sections.

Rebooting a server

You can request a serve reboot at anytime from within the portal.
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~
LY

@ Click on the icon against the server you wish to reboot

@ Complete the Reboot server request form and click on
“‘Reboot”

Reboot server

Reason for reboot *

Are you sure you want to reboot server Apache 4 Etna ?

ot

Server maintenance

Service Desk

The area relating to raising tickets, whether they are Incidents, Questions or Change
requests is covered in more detall in the Service Desk module. However, you can raise
tickets from within the Server details area.

@ Click on the appropriate ticket type from the selection

Raise a new ticket

Incident
CQluestion

Change

When selected, the request form is pre-completed with the details of the server you are
raising the ticket from.
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Server Incident Ticket

Subject or your reference * € Area Server WC

Detailed description of the incident * @ [S7669-1234-AP01, Windows
Server 2008 R2 Enterprise 64-
bit, FULLY MANAGED,

APPLICATION]
z
Date and time the incident first occurred?
(dd/mmlyyyy HH:MM) *
How many users are affected? * ) One
) Multiple
o Al

How would you describe the service @@ ' Degraded
currently?:® ) Intermittent

_ Total Outage

Business impact of incident? * O Low
) Medium
(0 High

Additional contact @

Add attachment Select file

File Types Allowed :jpg, png, doc, docx,
txt, pdf, xls, xIsx, xps, csv
Maximum File Size : 8MB

1 B

Further details for ticketing can be found in the Service Desk module.

Logs

Expanding the Logs section will display details relating to the
¢ Reboot Log

e Backup Log

e Patch Log.
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Logs

Reboot log (last 0 reboots)

Date & time Usemame

Backup log (last 28 days)
Date & time
05/01/2017 21:00:00

Group name
STANDARD-WINDOWS-SCHEDULE

Patch log (last 28 days)

Deployed Installed Package name

03/01/2017 21f12/2013 MS12-024 Security Update for Windows Server 2008 R2 x64

09:50:30  21:05:17  (KB2653956)(0000)(x64)(all)

03/01/2017 21f12/2013 MS12-036 Security Update for Windows Server 2008 R2 x64

09:50:31  21:05:17  (KB2685838)(0000)(x64)(all)

03/01/2017 21f12/2013 MS13-004 Security Update for Microsoft .NET Framework 4.5 on

09:50:31  21:05:17  Windows 7, Vista, Windows Server 2008, Windows Server 2008 R2
for x64 (KB2742613)(0000)(x64 )(all)

No. of save sets

No data available

>
Reason for reboot
Successful (No.) Failed (No.) Success Percentage
28 o 100.00%
Deployment name Status

Deployment of M512-024 Security Update for Windows Server 2008 R2 x64 Completed
(KB2653956)(0000)(x64)(all}

Deployment of M512-036 Security Update for Windows Server 2008 R2 x64 Completed
(KB2685939)(0000)(x64)(all}

Deployment of M513-004 Security Update for Microsoft .NET Frameweork  Completed
4.5 on Windows 7, Vista, Windows Server 2008, Windows Server 2008 R2

for x64 (KB2742613)(0000)(x64)(all}

Server performance

Viewing the metrics

You will be presented with a graphical representation of the performance metrics
across several areas. And the information can be displayed across four time options:

e 1day

o 1 week
e 1 month
e 3 months.

@ Click on the time options to change your view of the data

1day | 1week || 1 month || 3 months

The interval between polling the data differs across the time periods to ensure that the
graph displays a realistic representation of your data usage without distortion by very

short term anomalies.

@ Click on the legend to select and deselect any of the individual
metrics that you wish to display

@ Click on the “Export” icon to download a copy of the chart

claranetonline
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The download options include:

PNG image
JPEG image
e PDF document

SVG vector image

@ Rollover the graph to display specific details for each of the
metrics displayed at the point selected

Sunday, Nov 13, 23:57:52
' @ C: Used (Bytes): 21,804,057,886.72
e C: Size (Bytes): 64,422,412,288.00
D: Used (Bytes): 92,379,451,228.16
o D: Size (Bytes): 107,371,036,672.00

- -

@ Select an individual range from the graph indicator to show a
specific date range

1
InL.,'Irl"n“'rl'umrltLul W, v I"M'l‘ll.,_rfl"é‘)"kj‘v‘(‘dblr\_-\J".L'{'U'l'ﬂul‘;-uw"uiull“ﬂ'.._:}\r“/l!_'ﬁwp \'nk_l'L-‘u' \ m'n'tlll”\__)rll"ﬁ\”krm«u\;hfum.M“FMI 17

n ]

Storage

This displays the storage utilisation of what storage has been allocated and used for
the server selected.

Storage utilisation for Area Server WC Storage utlisation for Arsa Server WC.
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Underneath each of the storage graphs, further information can be found relating to

expected usage in the near future.

Current Utilisation and Trending

This table shows how much of each storage disk is currently being used. and expected usage levels for the near future. 7, 30 & 90 day projections are
based on a linear continuation of recent usage. They don't allow for particularly high or low usage in the measured or prejected periods.

Disk Today 7 days 30 days 90 days
C 3% 34% 35% 35%
D 38% 17% 1% -47%

Memory

This displays the physical memory usage for the server.

Physical memory utilisation for Area Server WC Physical memory utilisation for Area Server WC
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Processor

This displays the processor utilisation information for the server.

Processor utilisation for Area Server WC Processor utilisation for Area Server WC

Processor ulilisation for Aree Server WC Processor ulilisation for Area Server WC
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Network

This displays the network utilisation information for the server.

Network utilisation for Area Server WC
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Uptime

This displays the uptime of the selected server against the SLA, represented by the red

dotted line. If the downtime has breached the threshold, then any downtime is

displayed in red on the graph.

Uptime (%)
8 i

i

Uptime for Area Server WC (SLA: 99.5%)
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Domains

The Domains module allows you to register and manage your domains all from one
place.

@ Click on the “Domains” tile to access this area

Register domains

@ Click on the “Register domains” button

Domains
Manage domains » Search for a domain name
To register domain names, begin by typing your desired domain in the box below. No need to include the suffix
Register domains 4 {.com, _net, etc), we will show all available domains
I SRmEITE > www. | Enter domain

@ Enter the domain name you wish to search for and click the
“Search” button

This will display a list of all domains and show if they are available to purchase or not. If
they can be purchased, the price is shown alongside with the relevant term displayed.

@ Click on the button on the right-of the domain name you wish
to order and click on the “Register selected domains” button
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N 0 T N
userdocs.com x
usardocs.net ®
userdocs.org v £15.00 / 1 year(s) Register now S
userdocs.info v £20.00 / 1 year(s) Register now [N
userdocs.biz v £20.00 / 1 year(s) Register now [0
userdocs.eu v £20.00/ 1 year(s) Register now [
userdocs.co.uk v £10.00 / 2 year(s) Register now ]
userdocs.me.uk v £10.00 / 2 year(s) Register now [0
userdocs.org.uk v £15.00 / 1 year(s) Register now [
4 3

This will display the registration screen.

Complete the registrant details, including all the required

~ fields.

Domain(s) will be registered to your company/organisation. Please verify and confirm the admin contact details
below. The admin contact will be required to make any future amendments to the domain registration.

First Name * John Bldg. name/No * Building

Last Name * Smith Street * Street

Email * john.smith@123co Town/City *  Aylesbury
Phone * +44 | 2011111000 County * County

Note: The above details will appear on the public WHOIS Postcode * HP17 8JB
database. To make these details private, please raise a
Change request in the Service Desk module

Read and acknowledge the Terms and Conditions by clicking

~ the appropriate tick box and then click “Place order”

Terms & conditions
Click here to view the terms and conditions
| have read and agree with the terms and conditions.

o

claranetonline
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Once your order has been passed through you will be presented with the order

confirmation screen.

Domain order summary
e T N N
user-docs.co.uk 2 10.00 12.00
userdocs.net 1 15.00 18.00
Total: 25.00
Total inc VAT:  30.00

Manage domains

Click on the “Manage domains” button and search for the

domain or click on the “Manage” button alongside

Domains
Manage domains » Search u
userdocs.co.uk 09/07/2018 Auto-renew
Transfer domains » m
myuserdocs.co.uk 16/06/2018 Auto-renew
myotheruserdocs.co.uk 11/11/2017 Auto-renew m

Edit the renewal status

Click on the “Edit renewal status” of the domain name to select

the renewal option you would like and click “Update”

Manage userdocs.co.uk

Domain expiration

Expiry date: 0s/07/2018
Renewal status: Auto-renew

Edit renewal status

claranetonline
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Edit renewal status for userdocs.co.uk

Expiry date:  09/07/2018

Please select a renewal status below:

Auto-renew
Domain will be automatically renewed for you

© Remind me
You will be notified closer to the expiry date

Allow to lapse
Domain will not be renewed and no reminders will be made

Edit the registrant details

Click on the “Edit registrant details”, amend the fields and click
the “Update” button

Registrant Details

First name John

Last name Smith

Building name/No. The Office

Street Acacia Street

Town/City Romford

County Essex

Postcode RM3 0XX

Email jehn.smith@123consultancy.co.uk
Phone 020 1234 5678

Important - Please ensure the registrant details for this domain are comrect. These details will also be used as the administrative contact who is the only
person authorised to make administrative changes to the registration.

Edit registrant details

Transfer domains

@ Click on the “Transfer domains” button
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Domains

Manage domains »

Register domains »

Transfer domains

@ Select to either Transfer In or Transfer Away a domain name

@ Complete the required fields and click on the “Request
transfer” button

Domains

Manage domains » Transfer domains

Register domains 4 Transfer away
Transfer domains »
[rooe 1] st domai ype

co.uk - org.uk - me.uk - Itd.uk - plc.uk

Domain name you wish to transfer in to Claranet”

Check WHOIS »

Input EPP code (obtain from current provider)
Switch to Claranet nameservers after transfer?* “

Any other information?

Please note domain transfers can take up to 10 days to compiete

Request transfer »

Activate Transfer in

@ Click on the “Activate transfer-in” button

claranetonline
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@ Complete the fields and click on the “Activate transfer” button

Domain name

Type
“ Domain and DNS

< |

Transfer both a domain and their DNS to Claranet. Domain will be available in "Domains’ and 'DNS" tile.
Creates/reuses an order in Messina and creates/reuses Chapi entries.

Registrar

“

Unknown
The registrar responsible for the domain. Claranet Online uses OpenSRS (referred to as Tucows). Choose

‘Unknown’ for Nominet domains.

Term end date

When the domain will expire. Format: ‘DD-MM-YYYY"
Period

The number of years the domain is registered for

Activate transfer »

Domain Name Servers

The DNS module allows you to manage all your DNS records from a single place.

@ @ Click on the “DNS” tile to access the module

DNS

DNS records

Search for the domain as before and click on “Manage” button
to update the DNS record for that domain
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Locale and select a domain io manage its DNS, name servers and sub-domains.

E O
user-docs.co.uk
userdocs.net | Manage |

Add a DNS record
@. Click on the “Add DNS record” button

@. Complete the required fields and click on the “Add new DNS
" record” button

Add DNS record for userdocs.co.uk

Please select
A

CNAME

MX

SRV

The subdomain to point from

Value*

The destination IPv6 address e.g. FE80:0000:0000:0000:0202:B3FF.FE1E:8329

TTL(secs)*

Add new DNS record »

claranetonline
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Edit a DNS record

@ Click on the “Edit” button” next to the DNS record

™ @  Texthere 10 - m

@ Complete the required fields and click on the “Save DNS

record” button

Edit DNS record for userdocs.co.uk

Type*

TXT

Name*

@

The specific subdomain or use the wildcard @

Value*

Texthere

Any text shorter than 255 characters

TTL(secs)*

10

Save DNS record p

Delete a DNS record

@ Click on the “Delete” button” next to the DNS record

claranetonline
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™ @  Texthere 10 = m

@ Click on the “Delete” button to confirm the deletion

Delete DNS Record

Are you sure you want to delete this DNS record?

Name servers
@ Click on the “Name servers” button
Edit a name server record

@ Update the name server fields and click on the “Update name
servers” button

Important - Please enter at least two name servers. By clicking Update, you will then be associating the new name
servers to your domain. It can take up to 24 hours for global propagation.

Primary name server *

ns0.clara.net

Secondary name server *

ns1.clara.net

Tertiary name server

ns2.clara.net

Quanternary name server
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Sub-domains

@ Click on the “Sub-domains” button
Add a name server record
@ Click on the “Add sub-domain” button

@ Enter the sub-domain and click on the “Add” button

Add sub-domain

Please enter the sub-domain prefix you wish to add.
.userdocs.co.uk

New sub-domains will appear in your sub-domains list. Use "Manage DNS' to apply DNS

specifically to a sub-domain.

The new sub-domain will now be added to the list.

Click the “Manage” button to update the DNS settings for the
subdomain

subdomain.userdocs.co.uk
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Service Descriptions

The Service Descriptions module provides you with access to the latest versions of the
service descriptions in a downloadable format

Click on the “Service Description” tile to access
this module

Service Descriptions

The service descriptions are separated into categories, which can be filtered using the
buttons on the left of the screen.

All » Networks
Networks »
S® S@ SO
Hosting »
SSL VPN Service NEW Managed MPLS Connectivity
Communications » Description Firewall Service Service Description
s multi-tenanted virtual Description Claranet MPLS is a Virtua
Miscellaneous » e P

201

working solution. v4.1
< Dovis Sy

Click on the “Download” button of the service description to
download a .pdf version of the document

Click on the “Summary” button (where applicable) for a
shortened 2-sided document of the service

Notifications

From time to time, Claranet will send out announcements to users. These will appear in
the Notifications module.

Click on the “Notifications” tile to access this
'!" module

Notifications
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Filter notifications

u test announcement
ID: & &4 Mark as unread 10/05/2016 13:53:37
test announcement
— Dear Bjorn Patterson,
& 10/0512016 13:53:37 Generic Test Announcement
Kind Regards,
Claranet

@- Click on the options to change your view of the notifications

@\, You can also enter a search term to find an individual
~notification

MyStar access

Click on the “MyStar Access” tile to open the
* )
: @ module

MyStar Access

This will provide you with access to a number of MyStar features:

3 1

[ —\ ]

Point-to-Point Firewalls Protect & Control Analogue Voice
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Worklife and IM

From here you can manage all your Worklife and IM services

@ Click on the “Worklife and IM” tile to access the module

o

@ Click on the appropriate section to manage your email and IM accounts

Email & IM

From here you can manage all of your WorkLife Email and IM services.

Configure Email & IM
Manage Users. Create Accounts. Assign Features.
Create accounts, manage users and configure your email and collaboration services.
Configure your Exchange 2003 users here »

Configure your Exchange 2007 users here »

Get more from WorkLife Services

Activate WorkLife IM for Free

Download and Install Microsoft Outlook 2010

Portal Help

The Portal Help module provides you with access to online guides and overviews. In
addition, you can send feedback and suggestions to the Claranet Online team.

@ Click on the “Portal Help” tile to access the module

Portal Help
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Portal Guides

Click on the “Portal guides” button to access a number of the
available guides

Portal Help

Portal guides 4

FPermissions »
Feedback »
Permissions

Click on the “Permissions” button to view details of the portal
administrators in your company

Your portal administrators

The people (or person) below are the portal administrators for your organisation. Please contact them to request
changes to what you can see and do in Claranet Online.

To see a list of everything Claranet Online can do for you, click on Portal Guides and view the Features Overview.

John Smith Technical Consultant
Brian Green Accounts

Feedback

@ Click on the “Feedback” button to access the feedback form

Complete the form and select the nature of feedback and click the “Submit”
button
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We'd love to know what you think

Committed to continual service improvement

Please use this page to give us your thoughts about the service we provide. All of your feedback is fed directly
into improving the things we do for you.

Development community

If you would like to join the Claranet Online development community - driving new requirements and helping to
shape your portal for the future - please use this form to let us know.

Nature of feedback Please select v
Subject

Feedback

A

The nature of feedback options available are:
e Service

e Support

e Product

e Portal

e Other

My Orders

@ Click on the “My Orders” tile to access this module

v v

©®©0

My Orders

This shows a list of all the orders received.

@ Click on the sign to the left of the order number to expand
the order and see the details
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My orders
| [owerts $sevcscrms  [onterDue - [Catimad OotveryOnte ¢ Prosuctcount [ Ovtr Stus ¢ [0cscption 9|
1093

745218 21/10/2016 Implementation 1093 x Various items
745471 04/10/2016 105 Received 105 x Various items
745404 29f07/2016 1 Received 1 x Professional Services
745537 06/07/2016 137 Received 137 x Various items
745784 23/06/2016 1 Received 1 x Engineer Labour
745983 14f06/2016 1 Received 1 x Engineer Labour

Download all as CSV »

Hosted Voice

[

module

Click on the “Hosted voice” tile to access this

@ Click on the appropriate button to access the specific areas

Hosted Voice

Usage 8¢ Billing Portal
Analyse usage. View reports. Download Data
Go to Usage & Billing »

Admin Portal (HIPCOM)
Manage your Hosted Voice services.

Go to Admin Portal »

Downloads
Click to install (.exe files)

& WorkLife Talk Softphone & WorkLife Talk Reception & WorkLife Talk Toolbar

Admin Portal (NGWare)
Manage your Hosted Voice services.

Go to Admin Portal »

Admin Portal (BT)
Manage your Hosted Voice services.

Go to Admin Portal p

claranetonline

Page | 59



Claranet Online | User Guide

Firewalls

“ﬂ @ Click on the “Firewalls” tile to access this module

Firewalls

The screen shows a list of the firewalls available

Firewalls
Sort by| Name v
Name Type Operating System virtual Firewall
81.111.222.33 FORTINET virtual ves
85.222.333.44 FORTINET Virtual yes
89.333.444.55 FORTINET Screen0S 6.3.0 no

@ Click on the “Name” of the firewall to access the specific information

Firewalls

Management Address
81.111.222.33
Highly Available
Yes
Type
HA Firewall
Model
NETSCREEN
Operating System
Virtual
Virtual Firewall
Yes
Statistics
« View Interfaces
* View Traffic

+ View Hardware Statistics
+ View Archives

| Back

@ Click on the links to the various “Statistics” metrics for more details

These include the ability to view:
e Interfaces

e Traffic

e Hardware Statistics

e Archives
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Statistics

View Interfaces

This displays the interfaces on the firewall, graphing the send and receive rates
through each port individually. Each graph can be displayed for the following time

intervals:
e Day
o Week
e Month

e Year

ethernet0/1

60.0M
S500M 4
o 100M]
]
®300M
200 M {
10.0m{| 4l

0.000

Send Rate (b/5)

Feceive Rate (0/5)

ethemeto/1

DIy Week Yawr

60.0M [
50.0M4|

o S0.0M |

H]

W 30.0M 4|
200m 1

woud Af W VRN |
h A AMAN |

0.000 L - - -
14-Dec 21-Dac 28-Dec 4-Jan 11-Ja
me

Sena Rate (b/s)

Recalve Rate (0/5)

etherneto/1

Dey Menth ¥

50.0M
40.0M
v
2 300M
=

Z 200m

10.0M] A N n J A A

AL A ey
0.000 — = — Sl
4-Jan S-jan 6-Jan 7-Jan 8-Jan 9-Jan 10-Jan

ethemeto/1

50.0M

40.0M

2 300M
s

“ 200m
10.0M |

T

HSHRARHAR RRRARRA

HARARANNAAARA RN

HRRHRRHNARAL
Sep-2016  Nov-2016

0.000 LK

Mar-2015  May-2016 Jan-2017

ui-2016
Time

View Traffic

Firewalls

Traffic For 81.111.222.33

+ Traffic from APP_DMZ to DB_DMZ

+ Traffic from APP_DMZ to DC_DMZ

» Traffic from APP_DMZ to Sharepoint
« Traffic from APP_DMZ to Trust

« Traffic from APP_DMZ to Untrust

« Traffic from APP_DMZ to Web DMZ
» Traffic from DB_DMZ to APP_DMZ

! m
~ ~

@ Click on the individual path for further details of the traffic.

This is displayed by:
e Destination address
e Source address

e Port
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Firewalls

Traffic from APP_DMZ to DB_DMZ
Top 10 allowed by destination address

150G
125G
1.00 G
> 750.0M
500.0M
250.0M
0.000

alue

Transferred Bytes
Category
® 10.205.4.5 ®10.205.4.6 m 10.205.4.30 ® 10.205.4.8 m 10.205.4.31 ® 10.205.4.20 m 10.205.4.7

Top 10 allowed by source address

Transferred Bytes

Category
®10.205.5.10 ®10.205.5.11 m10.205.5.13 m10.205.5.2 m 10.205.5.3 m 10.205.5.12
®10.205.5.14 m 10.205.5.15 W 10.205.5.1

Top 10 allowed by port

150G
125G
100G
> 750.0M
500.0M
250.0M
0.000

alue

Transferred Bytes
Category
W 1433 m6322 445 WE322 MBO M3389 mEB194 m7322 m 1434

View Hardware

This area is currently not available.
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View Archives

Click on the individual “Archive Report” to download and view
the archive logs

Firewalls
Archive Reports for 81.111.222.33

« 2017-01-01.zip
+ 2016-12-25.zip
e 2016-12-18.zip
e 2016-12-11.zip

Back
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